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VIRTUAL WORKSHOP ON MACHINE LEARNING & HARDWARE SECURITY
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Objective: Exchange knowledge and research ideas in the area of using machine learning to 

improve evaluation and reverse engineering techniques.

We hope to:

• Create a community of researchers in these areas

• To expose the researchers to new infrastructures, techniques and research topics

• To establish a common ground for new collaborations and funding opportunities.

Organizer:

Prof. Avi Mendelson, Technion, Israel

Dr. Shivam Bhasin, NTU, Singapore

Presentations and Videos of:
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Speaker Talk Title Link to 

Presentations

Link to Videos

Dr. Shivam Bhasin

NTU

Introduction Day 1

Prof Sylvain Guilley

Secure-IC

On Use of Machine Learning For Detection of 

Hardware Trojan

Prof. Stjepan Picek

aisylab

On Use of Machine Learning For Assessment 

of Side-Channel Attacks

Break

Prof. Debdeep 

Mukhopadhyay

IIT Kharagpur

On Use of Machine Learning For Assessment 

of Fault Injection Attacks

Dr. Dirmanto Jap & 

Dr. Xiaolu Hou

NTU

On Side-Channel & Fault Attacks against 

Machine learning 

Mr. Stuart Kincaid

Rambus

Security & Countermeasures - Protecting 

Against Self-Improving Attacks

https://www.youtube.com/watch?v=UbIO6XmLApE&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=2
https://www.youtube.com/watch?v=NaxnFTWN_pU&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=3
https://www.youtube.com/watch?v=PZXTTXQqPTw&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=4
https://www.youtube.com/watch?v=0Dx1ovj9Z78&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=5
https://www.youtube.com/watch?v=_LKNzebhOxs&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=6
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day-1-Introduction-Shivam.pdf
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day1-Lecture-1-Sylvain-Guilley.pdf
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day1-Lecture-2-Stjepan-Picek.pdf
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day1-Lecture-3-Debdeep-Mukhopadhyay.pdf
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day1-Lecture-5-Rambus-Stuart-Kincaid.pdf
https://www.youtube.com/watch?v=dPlHK_CfbjA&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=1
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day1-Lecture-4-NTU-Extracting-ML-Models.pdf
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Presentations
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Dr. Leonid Azriel

Technion

Overview of algorithmic methods in IC 

reverse engineering

Prof. Gwee Bah Hwee

NTU

On Use of Machine Learning for IC Circuit 

Extraction

Break

Prof. Alex Bronstein 

Technion

Geometry and learning in shape 

correspondence problems 

Mr. Amit Boyarski 

Technion

On Use of Spectral Graph Techniques for 

Hardware Reverse Engineering

Mr. Nils Albartus
MAX PLANCK INSTITUTE 

University Bochum, Germany

HAL & DANA - The Basis for Netlist Reverse 

Engineering

Prof. Avi Mendelson/ Dr. 

Shivam Bhasin
Concluding Remarks

https://www.youtube.com/watch?v=hMyqgEsTnlw&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=8
https://www.youtube.com/watch?v=VDmvQCopTkg&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=9
https://youtu.be/c6FucGxGPU0
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day2-Lecture-1-Leonid-Azriel.pdf
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day2-Lecture-4-Amit-Boyarski.pdf
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day2-Lecture-3-Alex-Bronstein.pdf
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day2-Lecture-5-Nils-Albartus.pdf
https://www.youtube.com/watch?v=o4k8kNEwY5M&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=11
https://www.youtube.com/watch?v=N3tdnBu4GyI&list=PLDgeHM2ojPB8SCF6kK4MwZJkeIU2biG3I&index=7
https://vista.cs.technion.ac.il/wp-content/uploads/2020/10/Day2-Lecture-2-Bah-Hwee.pptx

